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Module 02 - Project Assignment 1 
695.401 Foundations of Information Assurance 


For this assignment you will create a virtual machine (VM) running Kali Linux. Then you will download, 
import and configure the web server VM. You will then use the Kali VM to run an nmap scan to verify 
that you have both of the VMs installed and running correctly. 


 


First you will need to install VirtualBox on your computer if you do not already have it. You are also 
welcome to use another Virtualization program like VMware but all of the instructions in the class will 
assume that you have VirtualBox and the VM images have been tested with VirtualBox. You can find a 
link to download VirtualBox here where you will probably also want to install the VirtualBox Extension 
Pack from: 


https://www.virtualbox.org/wiki/Downloads 


 


You can either download the Kali Linux ISO and create the VM from scratch using the link here: 


https://www.kali.org/downloads/ 


Choose either the 64-bit or 32-bit whichever is appropriate for your computer. The following link 
provides instructions for installing the Kali linux in VirtualBox and getting it set up. 


http://kanishkashowto.com/2013/09/03/how-to-install-kali-linux-in-virtualbox-step-by-step-guide/ 


 


Or  


 


You can download a prebuilt Kali Linux VMware image and use it create a VirtualBox VM. 


https://www.offensive-security.com/kali-linux-vmware-virtualbox-image-download/ 


You will need 7zip or another archive utility that supports the 7zip format to extract the files. Again 
choose the appropriate image, 64-bit or 32-bit, for your computer.  


http://www.7-zip.org/ 


 


 


You can download the webserver VM here: 


https://jh.box.com/s/b4bbfvnl9box0m455vofb6gmqbk31ef2 


 


Watch the video on blackboard for more details on how to get the VM set up. 
  








 


 


The following are the usernames and passwords for the pre-built VMs. 


System Username Password 


Webserver 
admin 


root 


$eclab!2 


$eclab!3 
DNSserver root password 


Pc1 
user 


root 


$eclab!2 


$eclab!3 


Firewall root password 


 


The following are the network settings for the VMs. 


System 
Network 
Adapter 


Network 
MAC Address 


Webserver 1 DMZ Works fine if virtual box assigns it 
DNSserver 1 DMZ 005056001101 
Pc1 1 Internal 005056001103 


Firewall 


1 


2 


3 


DMZ 


External 


Internal 


005056000101 


005056000102 


005056000103 
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