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Sarbanes-Oxley: Where Information Technology, Finance, and Ethics Meet
The Sarbanes-Oxiey Act (SOX) of 2002 was enacted in response to the high-profile Enron
and WorldCom firancial scandals to protect shareholders and the general pubiiz from
accounting errors and fraudulent practices by organizations. One primary cempanent of
the Sarbanes-Oxley Act is the definition of which records are to be stored and for how long.
For this reason, the iegisfatian not only affects financig departments, byt also IT depart-
ments whose job it is o store electronic records. The Sarbanes-Oxley Act states that ail
business records, inciuding electronic records and electronic messages, must be saved for
“not less than five years.” The consequences for noncompliance are fines, imprisonment,
or both. The following are the three rules of Sarbanes-Oxley that affect the management of
electronic records.
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i The first rule deals with destruction, alteration, or falsification of records and states that
persons who knowingly aiter, destroy, mutilate, conceal, orfalsify decuments shall be fined
arimprisoned for not more than 20 years or both,

Z The second rule defines the retention period for records storage. Best practices indicate
that corporations securely stare all business records using the same guidelines set for
public accountants, which state that organizations shall maintain al! audit or review wark-
papers for a period of five years from the end of the fiscal period in which the audit or
review was cencluded,

2. The third rule specifies &/l business records and communications that need 1o ba stored,

including electronic communications. T departments are facing the challenge of creating

and maintaining & corporate records archive in & cost-effectiva fashion that satisfies the
requirements put forth by the legislation.

Essentially, any public organization that uses IT as part of its financial business processes
will find that it must put in place IT eentrols in order to be compliant with the Sarbanes-Oxiey
Act. The following are a few practices you can follow to begin to ensure organizational com-
pliance with the Sarbanes-Oxley Act.

= QOverhaul or upgrade your financial systems in order to meet reguiatory requirements for
more accurate, detailed, and speedy filings.

Examine the control processes within your IT depariment andg apply hest practices
to compiy with the act's goals. For example, segregation of duties within the systems
development staff is g widely recognized best practice that ielps prevent errors and
outright fraud. The peopie whe code program changes sheuld be different from the peo-
ple who test them, and a separate team should he responsible for changes in productian
environments.

Homegrown financial systems are fraught with potential information-intagrity issues.
Although leading ERP systems offer audit-trail functianality, customizaticns of these sys-
tems often bypass those controls. You must work with internal and external auditors ta
ensure that customizations are not overriding controls,

Waork with your CIQ, CED, CFQ, and torporate attorneys to create a document-retention-
and-destruction palicy that addresses what types of electronic documents should =
saved, and for how long.

Uliimataly, Sarbanes-Oxiey compliance will require a great deal of work ameong all of yz_-
departments. Compliance starts with running [T as a husiness and strengthening IT inter- -
controls.b
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