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Security Architecture 
Security Architecture relates to generally accepted principles, practices and standards that 


are used to design, implement, operate and test components of a system to ensure they 


comply with security requirements. Components include operating systems, applications, 


subsystems and networks that are related to security.  


 


One could argue that this lesson should be the first lesson of the course; however I 


wanted to discuss some fairly common operational concepts with pragmatic examples 


before delving into architecture which can be a somewhat abstract topic.  


 


Architecture issues and concepts should support the tenets of the CIA Triad 


(Confidentiality, Integrity and Availability). Many of the practices and procedures 


involved with security architecture are derived from computer science research and 


implementations that have been used in a broad range of fields. The practices and 


procedures have been sharpened to be security centric. 


 


 


Trusted Computing Base 
Trusted Computing Base (TCB) refers to all of the hardware, software and firmware 


components that contribute to the security of the system. A TCB can consist of any 


number of components that taken together enforce a security policy over a system. The 


smaller the number of components (hardware, software, and firmware) that comprise the 


TCB the easier it is to verify the correctness of the TCB through testing and examination 


using both manual and automated techniques. Verification of the TCB ultimately has to 


happen on the implemented system. However, at different stages of the system design 


and development it is beneficial to be able to verify the TCB by using models, prototype 


code, beta releases. 


 


Being able to test ideas and concepts before building the final product makes sense for 


more than just the TCB in an information system. Testing and validation of concepts 


makes sense for anything that would be expensive to build in terms of time and resources. 


This is not to say that testing and verification on the final product does not need to occur, 


it absolutely does. Performing incremental testing and verification along the development 


process finds problems, fleshes out concepts and builds confidence in the final product.  


 


The TCB must be verified for government and some commercial systems. In time we will 


discuss standards and criteria that guide the verification process.  Ensuring that the 


components that comprise the TCB are simple and small makes a lot of sense.  


 


To implement protection access to objects should be isolated. Having a particular object 


that is part of the TCB accessed by one procedure is a lot more secure than having the 








object accessed by many procedures. Access to these security objects is controlled 


through a reference monitor. A reference monitor can exist in an abstract machine or an 


actual implementation.  


 


The reference monitor has to have the following attributes: 


 Mediates every access to an object that is part of the TCB. 


 Completely isolated from tampering, modification by any other component in the 
system 


 All operations are verifiable. Isolation from tampering, either malicious or error is 
verifiable.  


 


The entities that are dealt with in a reference monitor are: 


1. Object: any resource that needs to have access to it controlled. Examples are 
memory, processes, devices, files. 


2. Subject: any user or process that accesses an object. 
 


A security kernel is an implementation of a reference monitor. The security kernel is that 


part of an operating system that accesses objects (components) that contribute to the 


TCB. For some systems this could be the entire operating system, but in most cases the 


operating system is defined into layers, or rings that have security code segmented into 


modules.  


 


Rings of Trust 
The TCB is typically illustrated by using concentric circles. Each ring represents a ring of 


trust. The outer rings have the least trust. Each inner ring has more trust associated with it 


than any outer ring. The inner most ring has the highest level of trust. A user or process 


that moves from an outer ring to an inner ring is increasing their trust level. Conversely, 


moving from inner to outer rings you are decreasing the trust level.  
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The concept of rings of trust has been used for decades for operating system and 


hardware systems. Several operating systems have two rings denoted as user and 


supervisor, also called kernel. User programs run in the “user ring of trust”. The user 


program cannot explicitly gain access to the services provided by the kernel. If a user 


process requires the services of the kernel a well defined interface will transition control 


into the kernel.  


 


The types of operations implemented in the kernel are functions to support the operating 


system, such as file system (read, write, delete), memory management (paging, 


swapping), process management (state transitions) and other functions.  


 


 
 


You need to differentiate between rings of trust in the hardware and rings of trust in the 


software. There is not a 1:1 mapping between their use in software and hardware. The 


Intel X86 machine architecture implements several rings of trust. Several operating 


systems that run on the X86 architecture (Windows, Linux, UNIX) implement rings of 


trust however they do not fully exploit all of the rings of trust that are implemented in the 


hardware. For example, UNIX or Linux operating systems have two rings of trust, user 


mode or kernel (supervisor) mode. Despite the hardware having more rings the software 


does not make use of it.  


 


 


Example Operating System Implementations 
UNIX/Linux has two (2) rings of trust. They are known as user and kernel mode. 


Because there are only two modes of access this is sometimes referred to as an ALL or 


NOTHING model for access. It is more accurate to refer to it as ALL or LIMITED 


access. The point here is that a typical user has user access. If there is some operation that 


needs to be done which requires more privileges than kernel access needs to be granted. 


A user with kernel access has access to every aspect of the system. This opens up the 


system to enormous security risk from malicious or accidental actions.  
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Multics (Multiplexed Information and Computing Service) is a mainframe timesharing 


operating system developed in 1965 and used until 2000. It was a joint development 


effort involving MIT (Massachusetts Institute of Technology), GE (General Electric) and 


Bell Labs. Multics was designed from the bottom up with security in mind. Multics 


implemented eight (8) rings of trust. Many of the concepts implemented in Multics are in 


use in today’s operating systems. The hierarchical file system, virtual memory and 


security concepts were implemented in Multics, as well as other features. Learning about 


Multics is recommended for understanding the history of computing as well as 


understanding security concepts.  


 


VMS (Virtual Memory System) was implemented by Digital Equipment Corporation. It 


was first designed to run on the VAX (Virtual Address eXtension) machine. VMS 


implemented four (4) access modes. This provided increased granularity of access over 


the UNIX scheme, without the complexity of the 8 ring model in Multics. The 4 rings 


starting from the inside (most privileged) are: 


 


Kernel – Operating system services and system wide protected data structures. 


(most privileged) 


 


Executive – File system services and some system services. 


 


Supervisor – Command language interpreter. 


 


User – User mode programs. (least privileged) 


 


 


Movement from a less privileged mode to a more privileged mode can only be done by 


executing an explicit instruction. Very few users are explicitly granted the privilege to 


move from user mode to more privileged inner modes. However, when a user with simple 


user mode privileges needs certain privileged services the system will on the users behalf 


execute in a more privileged mode when required.  


 


 


Trust Concepts Across Systems 
We started this section with the following definition: 


 


Trusted Computing Base (TCB) refers to all of the hardware, software and 


firmware components that contribute to the security of the system. 
 


A system (general term) can be considered to be one system, multiple systems, internet, 


extranet or intranet of systems. The implementation of the mechanisms that support the 


TCB across the different topologies may differ, but the concepts needing to be supported 


are the same.  


 


In a network there are machines that are used for different purposes. Some machines have 


minimal security implemented on them while other machines are very secure. The 








network of these machines form a trust hierarchy where the most trusted or secure 


machine is in the center ring, and less trusted systems are in outer rings. The concept of 


trusted systems in a TCB is the same as trusted components within one system. 


 


 
Summary 
In this section we discussed what the TCB is and why it is important to a secure 


environment. In the next section we will review some of the elements that comprise the 


TCB in actual implementations. We will also review standards that are used to guide the 


development of the TCB for various systems. 
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