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An implementation of a TCB requires adhering to some fundamental principles. 


Depending on the type of system being implemented different programming 


methodologies and hardware implementations may be used.  


 
The text Information Security – Principles and Practices by Merkow and Breithaupt does a good 


job summarizing some of these concepts. In this section we will reference this text and embellish 


on some of the concepts.  


 


The concepts we will discuss guide the design of systems and are carried through the 


implementation.  


 


Least Privilege: This is the concept that a particular user or process should only possess 


the minimal privilege required to get their job done. Adhering to a concept of least 


privilege will minimize the occurrence of damage occurring to a system, either 


accidentally or maliciously.  


 


Process Isolation:  The concept that a process can run in isolation from any other process.   


This means there is no interference between two or more processes that are running on 


the same system. Further, if two or more processes are running on different systems and 


sharing common resources on a third system there is no interference between these 


systems.  


 


Note: The term process refers to an instance of a running program or group or 


programs. A program is the entity that is not running. The process is the operating 


environment the program runs in. This includes operating system and hardware 


support.  


 
Granularity of Access: A concept that supports accessing of a system resource in the 


smallest increment. For example, if a piece of data that is stored in a record that is stored 


in a file is needed access to, the access is regulated to the particular piece of data rather 


than granting access to the entire file.  


 


Abstraction: A concept used in designing that allows complexity to be factored out so 


that a few important details or concepts can be focused on at any point in time. Abstract 


thinking can reduce the complexity of a problem into manageable pieces so that one can 


deal with a subset of the concepts involved in a system. Abstraction can apply to both 


control structures and data.  


 


Programs vary in their size and complexity. A large (well structured) program is 


comprised of routines or functions that perform various operations that contribute to the 








overall problem being solved. These routines operate on data. Routines create data and 


transform data, they also control the flow through the program based on the data.   


 


If you were going to discuss one aspect of the system and you had to consider every 


detail and bit of minutia involved in the system you would quickly be overcome with 


complexity and forget what you were trying to answer. You would not be able to see the 


forest through the trees. Abstraction allows you to limit or ignore the details that occur 


throughout the entire system and focus on the areas important to you. 


 


Layering : Layering is a concept that supports abstract thinking. Layering divides the 


functionality of a system into discrete functional pieces or layers. Each layer deals with 


different functions. The functions that occur in a particular layer correspond to a “layer or 


abstraction”. The most basic or primitive operations occur at the lowest layer(s). 


Operations at higher layers are dependent on the services provided by the lower layers. 


The higher level functions are not necessarily more complex than the lower level 


functions but they are dependent on the lower level functions providing their services.    


 


A classic example of functional layering is shown in the layers of a network. Networks 


are described using the OSI model of networks which consists of seven layers. Each layer 


performs different operations that are at a different layer of abstraction in the network 


model. The seven layers in the OSI network model are: 


Layer 7: Application Layer 


Layer 6: Presentation Layer 


Layer 5: Session Layer 


Layer 4: Transport Layer 


Layer 3: Network Layer 


Layer 2: Data Link Layer 


Layer 1: Physical Layer 


 


Don’t worry about the details of the network model at this point. We will be discussing 


them later. The point here is that the network model demonstrates an example of layering 


of which control and data abstraction occurs at each level. For example in this model one 


can discuss what occurs at any given layer without having to deal with the intricacies of 


the control flow and data that is dealt with in higher or lower layers.  


 


Data Hiding or Information Hiding: Conceptually data hiding is used in design 


methodology when abstraction is used. The data used at one level of abstraction is not 


used at another level of abstraction. Further, data at one level of abstraction should not be 


available at another level of abstraction. Some computer languages support data hiding 


by restricting the access to data by different routines. Object oriented programming 


strives to support data hiding different ways depending on the implementation. 


 


In the above description of layering there is data associated with each layer in the OSI 


model. There is no reason for routines or procedures operating at one layer in the OSI 


model to access data being used at another layer in the model. This concept can be 


enforced by a combination of procedures/standards and implementation languages.  








 


 


Implementation 
There are several types of system architectures, hardware and programming 


implementations that are used. Depending on the problems to be solved a system may 


support different system architectures, different programming models and different 


hardware. General purpose systems are used to solve a wide range of problems. They 


require flexible programming models that can be applied across a spectrum of problems. 


Specific or targeted systems are used to solve a very narrow range of problems. They do 


not need general and flexible programming models since they are targeting specific 


problems.  


 


Keep in mind that these different types of systems, components and programming models 


contribute to the overall complexity of implementing a TCB. The more variability that 


needs to be accounted for the more complexity results in the final implementation.  


 


System Types 
Closed systems: These tend to be proprietary systems that use proprietary hardware and 
software. Typically these systems are used to solve very specific problem(s). The 


programming environment is limited as is the capability of the hardware. They can be 


secure since hardware and software is proprietary and there are fewer general purpose 


tools available to thwart security. 


 


Discussion: There are arguments that can be made that closed systems may not be 


as secure as one thinks. This is because a closed system is not as rigorously tested 


by the commercial, government and academic communities.  We will learn that 


some of the strongest encryption algorithms are in the public domain. They have 


gained there strength over the years by being exposed to rigors of testing. Another 


example of well performing, secure and functional systems are those systems and 


components in the GNU library of “free’ software governed by the principles of 


the GPL (GNU Public license). 


 


 


Open systems: These are systems that use standard programming languages, standard 


programming and hardware interfaces. These systems also promote full access to the 


system within the constraints of the TCB, which includes access control and 


authentication.  


 


Discussion: It is interesting to note that systems such as Windows were 


considered open systems. How could that be since their operating system and 


application code base is controlled by a single company and the source code for 


them is not available to the public at large? This is compared to some Unix and 


Linux implementations that had their code base available to the public. Also, 


proprietary application programs such as word processing and mail programs with 


proprietary file formats, produced by private companies are viewed as “open”. 


Open does not mean a package is used by millions of users. Open means that 








standards are utilized throughout its implementations. During the earlier days of 


computing many companies had proprietary systems. When I worked at DEC all 


of our operating systems were proprietary as were other components. As 


technology advanced customers did not want to be locked into one vendor for 


their hardware or software needs. They wanted the ability to easily move between 


vendors, or include other vendors in their environments. The requirement for 


various vendors to inter-operate forced vendors to build their systems around 


agreed to standards. 


 


 


Memory Types 
There are different types of memory that are used for different purposes. The various 


attributes are not to be viewed as a singular attribute of a memory type. For example, 


volatile memory could also be random access and primary memory. 


 
Volatile: Memory that does not retain what is in it when there is no power is volatile 


memory. Memory used by the CPU for direct execution of a program is volatile memory. 


 


Nonvolatile: Memory that retains what is in it when there is no power is non-volatile 
memory. Disk drives, memory sticks, magnetic tapes are nonvolatile memory. 


 


Random Access: Type of memory in which accesses to any memory location takes the 


same amount of time. Random access memory is directly addressable by the CPU. 


Random access memory is also used for high speed graphics displays and other devices. 


 


Sequential Access: Type of memory that each memory location is accessed sequentially. 


For example, if a process started to access memory at memory location “1” and intended 


to get to memory location “4” the process needs to move through memory locations “2” 


and “3”. This characteristic means there is varying amounts of time required to access a 


memory location. For example, a process starting at memory location 1 can get to 


memory location 2 much quicker than to get to memory location 1000. 


 


Primary Memory: This is the memory that is used by the CPU. Programs or data is 


loaded into primary memory for fast access. Primary memory tends to be volatile, 


random access memory.  


 


Secondary Memory: This is nonvolatile memory that is used to store information that 


must persist over lost of power or system restarts. It can be disk drives (random access), 


memory sticks (random access), tape drives (sequential) and other devices. 


 


Virtual Memory: This is a concept used in programming that extends the amount of 


physical memory available to a process by utilizing secondary storage. By using 


programming techniques and hardware support a user process can use a virtually 


unlimited amount of memory for processing irrespective of the physical limitations of the 


amount of physical memory on the system. 


 








 


Operating System Types 
There are different types of operating systems each with their own nuances and 


complexities. The more operations that can occur concurrently generally relates to the 


overall complexity of the operational environment (i.e. operating system). Recall that 


process isolation is fundamental to providing a secure operating environment and hence a 


trusted computing base. The more concurrency the more chance process isolation could 


be undermined.  


 


Multitasking/Multiprogramming:  Techniques where multiple tasks or processes in 


separate address spaces share common computing resources. Access to the common 


resources such as the CPU, are shared in an interleaved, cooperative or preemptive 


fashion.  


 


Multiprocessing: A technique of allowing multiple tasks or processes to share common 


computing resources on a system with multiple CPUs.   


 


Single threading: A technique where one task (or thread of execution) operates within the 


context of a single process (shared address space). 


 


Multithreading: A technique where separate tasks (or multiple threads of execution) can 


operate within the context of a single process (shared address space). Benefit of 


multithreading over multitasking is the saving in context switching between separate 


threads versus separate processes (or tasks).  


 


There are other operating system models. There is cooperative multitasking, preemptive 


multitasking, timesharing, real time processing to name a few more. Some systems 


support multiple programming models.  


 


 


Summary 
In this section we discussed some of the tenets that need to be supported in order to 


implement a TCB. We discussed various design and implementation techniques that are 


used in practice and are beneficial in producing a TCB. We completed by a cursory 


survey of some of the system, physical memory and operating system types to raise 


awareness in the numerous elements that need to be considered in implementing a TCB. 
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