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Business Continuity and Disaster Recover 


 
Week3Part4-ISrevisionSu2013 


 
 


Introduction 
Organizations grow by providing needed products and services. Overtime, successful 


companies will grow as they continue to fill the need of their customer base. This 


includes providing the product and services in a predictable fashion that the client base 


has grown to expect. Sometimes disasters occur which are unexpected. These disasters 


take various forms and can be caused by various events. Some disasters are manmade and 


some are not. Generally, the disasters are not predictable when they happen. 


Organizations need to prepare for these disasters. They need to have a plan that protects 


their assets, the assets of their clients and provides for continuing business according to 


their service level agreements. 


 


The outages that result from a disaster can range from a nuisance to a full blown 


catastrophe. Consider an outage that occurs to a computer system that is controlling an 


online gaming site, versus an outage to a computer system controlling a nuclear reactor or 


hospital intensive care until.  


 


If something interrupts an organizations ability to provide their product and services 


clients will quickly seek other alternatives. 


 


Sudden interruptions in the delivery of an organizations product and services can occur in 


a variety of ways; consider the following few: 


 Natural disasters such as earthquakes, fire, floods.  
When Japan was hit by an earthquake, tsunami and nuclear plant breach their 


infrastructure was devastated. Many dependent businesses thousands of miles 


away were affected by the inability of the Japanese manufacturers to deliver on 


manufacturing commitments such as automobiles and auto parts. The lack of parts 


impacted car dealers and car users the world over. Similarly, when Thailand was 


hit by floods their ability to deliver disk drives and other semi-conductor parts to 


computer manufacturers forced these manufacturers to seek alternate suppliers.  


 


In both these cases organizations that relied on Japan and Thailand to deliver 


products to them had to have contingency plans in place for their supply chain. 


Without a business continuity plan that had contingencies for alternate suppliers 


customers would turn to other alternatives. 


 


 Job actions such as: strikes, slowdowns, walkouts 
Airline pilots go on strike; forcing customers to seek alternate means of travel for 


personal use and business. In some cases, people were forced to seek alternatives 


to travel. In some cases business travel was replaced with technology alternatives 








such as video conferencing, messages and email. Personal travel was supplanted 


with train travel and trips closer to home that could be done with an automobile.  


 


There isn’t much of a contingency for not having trained pilots. But part of a 


disaster recovery plan would be to have some good-will gestures in place to win 


back the customer base. 


 


 Massive IT technology failures related to security breaches. 
TJX Corporation reports a security breach resulting in the theft of millions of 


credit card numbers. A plan is needed to notify users and banks of the breach. The 


plan has to address how the breach is fixed so that business can continue.  


 


A multi-national computer manufacturer loses a laptop that contains pension 


information of over 50000 employees. The information is not encrypted. There is 


a level of disaster for the owners of this data. There must be a disaster recovery 


plan in place to recover from a failure to maintain the confidentiality of this 


information. 


 


An online retail system is taken offline by an attack which launches a DDOS 


(distributed denial of service) attack on the website. There must be a business 


continuation plan in place to resolve the DDOS and to ensure business 


transactions can be restored.  


 


 Massive technology failures leading to shortage of materials, pollution, 
contamination and death. 


BP oil well in the Gulf of Mexico blows out resulting in millions of barrels of oil 


leaking into the Gulf. Disaster recovery plan is needed to cap the run-away well. 


 


Failures at nuclear plants at Chernobyl, Ukraine; Fukushima Daiichi, Japan and 


Three Mile Island, Pa. lead to the need for Business Continuity plans to maintain 


the level of power to the electrical grid, as well as disaster recovery plans to 


evacuate areas and to control the overheating reactors. 


 


Large chemical leak in Bhopal, India results in the death of more than 10,000 


people, and tens of thousands of people affected with long term diseases. 


Inadequate disaster recovery and response planning contributes to poor response. 


 


 Political upheaval that disrupts foreign supply chains. 
Mideast problems disrupt the supply chain of petroleum products.  


 


 External or internal terrorist attacks; or sabotage. 
9/11 Terrorist attacks takes out World Trade Center Towers in New York. With 


this attack more than 50% of the companies in the trade towers were forced out of 


business. 


 


 Criminal activity that can bankrupt organizations. 








Enron Corporation, WorldCom, Tyco, Arthur Anderson to name a few of the 


companies implicated in some level of corporate fraud. Some companies have 


been able to survive others have not. 


 


 


These are just a few examples of the type of disasters that can occur to an organization. In 


some cases, business continuity and disaster recovery plans can help contain the damage. 


In extreme cases the disruption and devastation is so severe nothing seems to help.  


 


In the case of a disaster there is nothing that damages a company’s reputation more than 


not having proper contingency planning. In many cases clients understand that 


disruptions can happen due to the complexity of technology, acts of nature, or criminal 


evil doers. While no one likes to experience an outage, the reasons they can occur are 


(somewhat) understood. What is generally not tolerated is when an organization does not 


have plans in place to deal with an outage. This can result in irreparable damage to an 


organizations reputation. 


 


Two items that ever organization must have is a business continuity plan and a disaster 


recovery plan. In some cases organizations are mandated by law to have business 


continuity and disaster recovery plans in place. These plans must be reviewed, rehearsed, 


tested and approved by management. Organizations that are publicly traded or provide 


critical infrastructure are not simply allowed to say “whoops”. They are required by law 


to show due diligence in the protection of assets and the continuation of service in the 


face of disaster. 


 


Without these plans in place organizations are on a path to disaster. 


 
Organizations that fail to plan are said to have a plan to fail. 


 


 


Business Continuity Plan 
A business continuity plan (BCP) is a plan or a roadmap for how an organization will 


operate under adverse or less than optimal conditions.  


 


A business continuity plan (BCP) is used to describe the critical components required to 


keep the business running. Major components for the BCP are an inventory of the critical 


aspects of the business which must continue to run. This includes key processes, 


procedures, physical assets, software, key personnel and key skill sets. 


 


A key item that contributes to the BCP is the risk analysis of the key assets. This includes 


identifying the assets, determining the values of the assets, the threats to the assets 


(internal and external), and the vulnerabilities of the assets. From this the importance of 


the asset to the overall operation of the business can be determined. 


 








While everyone serves an important role in an organization some individuals are in roles 


that are more critical if the business is operating in a business continuation mode. Also, 


required is to identify key skills that are needed for implementing the BCP. It is always 


better to have multiple people with needed skills. To be overly dependent on one person 


is not a good plan. People leave; through job changes, promotions; termination, 


retirement, sickness and death. Ideally, identifying the skills needed for the BCP and 


identifying multiple people that have these skills will provide an added contingency layer 


for the BCP. 


 


The results of this analysis will feed into the business impact statement. This is a 


statement of the operating loss and overall financial impact to the organization should a 


disruption in business occur.  


 


As with any plan it is important to get buy-in from all the stakeholders and management. 


This requires selling the idea to management and getting signatures on the plan which 


codifies their support.  


 


Once the BCP is agreed to it needs to be implemented through the use of best practices 


and incorporated into the policy and procedures of the organization. The BCP needs to be 


regularly tested in various simulated scenarios with a complete review of the results. As 


the results of testing the BCP dictate, the policy and procedures should be updated in a 


continuous improvement cycle. 


 


 


Disaster Recovery Plan 
A disaster recovery plan (DRP) is used to describe how the organization can recover from 


the disaster. The DRP identifies the processes, procedures, assets, people, roles and skills 


that are needed to recover from the natural or manmade disaster. The DRP is a subset of 


the BCP. 


 


From the standpoint of Information Technology and security an organization needs to 


recover their IT assets so that the CIA (Confidentiality, Integrity and Availability) of their 


assets is restored to the state prior to the disaster. 


 


 


Physical Assets 
To prepare for various disasters IT organizations need to consider having redundant 


computing resources that can be quickly brought up so that business processes can 


continue and recovery from the disaster can occur. The best case scenario for this is to 


have a completely duplicated redundant site geographically separated from the original 


site that is fully staffed with qualified personnel which can be quickly brought up. Of 


course the expense of duplicating all assets prohibits this approach. 


 


One approach is to have shared alternate sites with other organizations which share the 


cost of assets. A major problem with this approach is that seldom do organizations share 


the same equipment, process and procedures and trained staff. On the other hand, as more 








and more IT resources move to the cloud, cloud providers are addressing this problem by 


setting up redundant computing centers which distribute data and duplicate assets so that 


service level agreements (SLAs) can be met. The cloud model is not a perfect fit, but as 


organizations move to the cloud they need to consider the BCP and DRP in the context of 


the cloud. 


 


 


Intellectual Assets 
A major part of recovering from an IT disaster is being able to recover critical data. In 


order to do this you must be able to identify which data is critical and which is not. If a 


proper risk assessment was done all assets (physical and intellectual assets) would be 


ranked into tiers which categorize the assets based on its importance to the BCP and 


DRP.  


 


In the case of intellectual assets the most important data would be ranked as tier 1, and 


data of lesser importance tier 2, 3, etc. This ranking provides a prioritization of which 


data needs to be restored first to support the BCP and the DRP. 


 


In order to restore data, one needs to have backed up the data in the first place. As we 


discussed in the lecture on Operational Security having a backup plan that is thought out, 


planned and tested is very important. When disaster strikes the IT staff is quickly 


thinking about the state of their backup files. 


 


 


Backup Scenarios 
Depending on the speed needed to recover information and the cost the organization is 


willing to incur there are different backup recovery plans that can be instituted. They are 


termed Hot Site, Warm Site and Cold Site. 


 


A hot site facility is one that provides completely mirrored IT services. This means 


services can be restored “almost seamlessly”. There is duplicate hardware, software and 


backup data. There is also a trained staff that can support the specific services of the 


organization. The hot site is the most expensive scenario, but for critical systems that 


need to be quickly restored it may be the right choice. 


 


A warm site has some of the physical assets of the hot site, but installation, configuration 


and testing of software needs to be done. Backups need to be restored, and tested for 


integrity. There may be a staff in place that has general IT knowledge, but does not know 


the intricacies of the particular organization.  


 


A cold site provides the facilities needed to house a subset of the physical assets needed 


for recovery. It is the responsibility of the organization to provide the hardware, software 


and trained personnel to get the cold site up and running. While a cold site solution might 


be feasible to recover from a partial outage, recovery from a complete outage may be 


another story. If an organization needs to quickly restore critical systems to meet SLAs a 


cold site is not the solution. 








 


 


 


Summary  
In this section we touched on some aspects of business continuity and disaster recovery 


and how it relates to information security. We have shown how risk assessment relates to 


the BCP and DRP. We have shown how some operational security functions such as 


having a thought out and tested backup strategy relate to the BCP and DCP. 


 


Having a BCP and DRP is a key component of an Information Security Strategy. As with 


all plans they must be well thought out, tested and supported by management. These 


plans must be integrated into the full set of process and procedures for the organization 


which are regularly reviewed, tested and changed as needed. 


 


Remember, not having a plan is planning to fail. 
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