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Session 4. Acquisition Risk Management 


The principal reason why proposed projects are rejected within organizations is the 
perception that they have too much risk. All proposed projects promise benefits, but if the 
decision makers believe the probability of certain risks occurring is too high and the 
impact is unacceptable, the project will not be approved. The decision makers for funding 
proposals in organizations are usually senior executives. In medium to large 
organizations, an Investment Review Board composed of senior executives usually 
makes the decisions.  


Too often, serious risks are not recognized by either the acquisition planning team or the 
senior executives, so risky projects end up being approved. Not recognizing risks during 
the acquisition planning stage is a major cause of project failure.  


The use of professional practices for risk identification, analysis, and management can 
help to identify project risks during the planning phase as well as during the solution 
implementation phase of the project, which can prevent or reduce project failures.  


A. Session Objective 
 
This session has two primary objectives:  


• To communicate the importance of identifying, analyzing, and mitigating the risks 
associated with IT acquisitions  


• To provide knowledge, tools, and techniques that are helpful in the performance 
of these IT acquisition risk-related activities  


This session relates primarily to the following CMMI® Acquisition Module process 
areas: Risk Management and Project Planning. 
 
B. Risk Management Activities in Acquisition Planning 
 
This session builds on the content of the previous sessions and focuses on a vital aspect 
of IT acquisition, which includes risk identification, risk analysis, and risk mitigation. 
The organization planning an IT acquisition must be concerned with risks in two related 
areas:  


• Risks associated with the project because of its characteristics and the 
organization in which the project is conducted  


• Risks associated with the performance of the contractor(s) selected to provide IT 
services for the project  


The first focus of risk management is on identifying the risks associated with each 
alternative solution to the performance problem. It is important that risky potential 
solutions are identified and screened out. An inherently risky proposed solution, if not 
recognized and screened out, can result in a flawed project that even the best subsequent 








project management cannot overcome. With the too-risky alternative solutions 
eliminated, the focus can be on further analysis of the alternative solutions that have 
acceptable risks.  


As acquisition planning progresses, an RFP will be issued and IT services contractors 
will respond to it. There will need to be evaluations of proposals submitted by IT services 
contractors that want to provide the IT services required to implement the selected 
solution. At that point, the risk focus broadens to include the characteristics, capabilities, 
recommendations, and past performance of the contractor(s) and their proposals.  


Risk management activities continue throughout all phases of the project and require 
complimentary efforts by the buyer organization and the contractor(s).  


Two Common Sources of Risk  


Faulty risk planning is a major reason for the failure of IT acquisition projects. Two 
common sources of risk are:  


• Assumptions. Planning teams frequently make assumptions that are no more than 
hopes or guesses. Too often, the team is not even aware that it is making certain 
critical assumptions. 


• Solution Bias. Another frequent problem is when management decides it wants a 
specific solution, it often becomes blind to the risks involved. With management 
biased toward a specific solution, the acquisition planning team may not seriously 
consider alternative solutions and be less diligent in identifying and assessing the 
risks.  


These two most common sources of risk--as well as other sources of risk--can be 
addressed by using a professional approach to IT acquisition risk management. This 
includes practices for risk identification and analysis that can identify, challenge, and 
validate assumptions; counter management bias; and more accurately identify and assess 
the risks.   


Risk Planning and Economic Analysis  


During acquisition planning, there is a risk analysis of the alternative solutions that is 
followed by the development of the risk mitigation strategies for risks that cannot be 
avoided. This followed by an economic analysis of the two or three best alternative 
solutions.   


The economic analysis takes into account how the risks, if they occur, are likely to 
impact an alternative solution. The economic analysis will reduce the value of the 
expected benefits based on the likelihood and severity of the identified risks. This results 
in "risk-adjusted" benefits. Consequently, a low risk solution with moderate potential 
benefits may prove to be financially more attractive than a high risk solution with 
substantial potential benefits.  








In this course, you will use templates that enable you to perform a risk analysis and an 
economic analysis of your best alternative solutions. You will also use a template that 
enables you to compare your alternative solutions and select the one that has the best 
acceptable balance of cost, benefits, and risk. 
 
Life Cycle Risk Management  


Risk management activities need to take place throughout life of the project and the 
solution that it implements. In other words, risk management begins when IT acquisition 
planning begins and it ends when the useful life of the implemented solution ends. This is 
referred to as "life cycle risk management."   


New risks can arise or be identified at any time before, during, and after the project (until 
the end of useful life of the solution).  These risks will need to be analyzed, mitigation 
strategies developed, and otherwise managed. While there is a certain end to the project, 
the risk management function does not end until the disposal of the solution. Much risk 
information from the project will be carried over into the operation of the solution.   


It is a best practice for specific individuals to be assigned the responsibility for managing 
specific risks, including the risks that arise before and during the implementation of the 
solution. These individuals will also have responsibility for keeping the risk 
documentation up-to-date. As time passes, some risks will be closed out, some risks will 
occur and require mitigation, some risks will become more serious and some less serious, 
and so on. The risk documentation can show the current status of each risk and who is 
responsible for it. Many organizations use a "risk register" to show the current status of 
every risk that was identified. 
 
Risk must be considered when selecting a contractor. The contractor, depending on the 
quality of the team the contractor provides and the management practices it uses, can 
increase or decrease the risks for the buyer organization. Generally, the contractor and the 
buyer will each be responsible for managing certain risks during the project, based on 
who is in the best position to manage a given risk. 
 
Security Standards  


Organizations typically require that the new technology they acquire meet the security 
standards established by the organization. The organization may require that the 
technology meet the standards established by a recognized standards organization.   


A good source of information about computer security standards is the National Institute 
of Standards and Technology (NIST). Its Computer Security Resource Center, which 
provides publications on computer security, is located at: 
http://csrc.nist.gov/publications/nistpubs/ A required reading from this source is 
attached.   




http://csrc.nist.gov/publications/nistpubs/







You may wish to go to this site to see what other publications are currently offered. There 
is a list of publications on a variety of computer security topics, include mobile 
computing. An example of a publication that may interest you is:  Guide for Applying the 
Risk Management Framework to Federal Information Systems: A Security Life Cycle 
Approach. SP 800-37 Rev. 1 (February 2010) National Institutes of Standards and 
Technology, U.S. Department of Commerce.  


Understanding Risk Tolerance  


Organizations have different levels of risk tolerance. The IPT needs to determine the 
types and amounts of risk the organization is willing to accept or not willing to accept.  


• Some organizations will not accept certain risks, no matter what the benefits 
might be and even though the cost of the solution is reasonable. For example, a 
pharmaceutical company may not accept any risk that could result in product 
labeling errors. Many organizations will not accept any risk that could result in a 
dollar loss above a certain amount. 


• Alternative solutions that are too risky for the organization need to be identified 
and screened out early so attention can focus on the viable alternatives. This 
requires the ability to analyze an alternative solution from different perspectives 
to identify the risks. This can be done with a representative IPT that includes both 
business experts who know business risks and technical experts who know 
technical risks, as well as end users who have first-hand knowledge of the work 
activities involved.  


Good sources of information about an organization's risk tolerance usually include:  


• the manager(s) of the business area that has the problem  
• the organization's executive committee that decides on investments in IT  
• the IT portfolio manager (if there is one)  
• the risk management office  
• the chief financial officer  
• the program office (if there is one)  


In evaluating alternative solutions, much weight must be given to information from 
executives, managers, users, and other key stakeholders (e.g., customers and partners) 
who can judge whether the probability and likely impact of a risk would be acceptable in 
the work activities for which they are responsible.  


Risk Avoidance and Mitigation  


The decision regarding the management of a specific risk can be any of the following:  


• Avoid the risk by not implementing the solution or technology with which the risk 
is associated  


• Transfer the risk to another party, such as to a contractor or an insurance company  








• Redesign the solution to do a "work around" that will avoid the risk  
• Retain the risk but reduce the risk exposure through the implementation of an 


effective risk mitigation strategy  
• Accept the risk, perhaps for a defined period, if none of the above alternatives are 


available and the probable impact of the risk does not present a serious threat to 
the organization or its stakeholders  


Sometimes, when a risk has a low probability and low impact if it occurs, the choice is to 
accept the risk , monitor performance to detect its possible occurrence, and if it does 
occur, take steps to mitigate it.   


An organization may have used a variety of risk mitigation strategies in the past. Some, 
especially if they were successful, may be considered in the current risk mitigation 
strategy planning. Also, brainstorming can be used by the IPT to help identify strategies. 
Sometimes customers and external consultants are included in the brainstorming sessions. 
Expert consultants are often a good source of mitigation strategies. Still another 
possibility is contacting other organizations that successfully implemented a similar 
solution and inquiring about the risks they encountered and the mitigation strategies they 
found successful.   


The planning for and the use of mitigation strategies need to involve selected 
stakeholders, especially the end users. Often, the end users, because of their deep 
understanding of the business processes involved, can surprise the IPT by recommending 
a practical mitigation strategy that was not considered.  


After a decision has been made to select a specific IT acquisition alternative (and its 
risks), the risk information that was generated in analyzing that alternative will become 
part of a risk management plan that is developed. This plan will be used to monitor risks 
before, during, and after the implementation of the solution. 
 
C. Required Readings  


Carnegie Mellon Software Engineering Institute. CMMI@ for Acquisition, Version 1.3. 
November 2010. In the Risk Management section, read pages 333-347. Available at: 
http://www.sei.cmu.edu/reports/10tr032.pdf  


NIST Special Publication 800-30 Revision 1 (Sept. 2012). Guide for Conducting Risk 
Assessments. National Institute of Standards and Technology. Read pages ix, 4-14 and 
the Summary of Activities boxes within pages 28 - 39 (eight brief boxes). If you wish to 
have more information about an item in a box, see the section summarized by the box. 
Document is attached.  


John P. Mello Jr. (Sept. 18, 2013). Look at Risk Before Leaping Into BYOD, Report 
Cautions. CIO Magazine. Available at: CIO This Webpage discusses risks associated 
with the "bring your own device" (e.g., your iPhone) that some employers are beginning 
to ask their employees.  




http://www.sei.cmu.edu/reports/10tr032.pdf



http://www.cio.com/article/739940/Look_at_Risk_Before_Leaping_Into_BYOD_Report_Cautions







IT Economics Corp. Risk Analysis of Alternative Solutions. Available at: 
http://www.iteconcorp.com/T6RiskAnalysis.html  


John Kotter, a professor at the Harvard Business School, is highly regarded in both 
academic and business circles. Here are two brief videos of his presentations, both of 
which relate to one of the major risks of IT acquisitions--managing change and gaining 
stakeholder buy-in.  


YouTube Video: Professor John Kotter - "Feelings Lead Change" (32 seconds) Feelings  


YouTube Video: Professor John Kotter - "The Impacts of Change" (3 minutes 6 seconds) 
Impacts  


 D. Assignments 
 
1. Individual Project Assignments   


You completed Activities 1 through 5, which resulted in the identification of three or 
more IT acquisition alternatives that meet your requirements and you developed work 
breakdown structures. You should be ready to continue to your next individual project 
activity:  


Activity 6. Perform a Risk Analysis on each of your two or three best alternative 
solutions to your performance problem.  


The reading from IT Economics Corp., Risk Analysis of Alternative Solutions, includes a 
risk analysis template along with five broad risk criteria and their definitions. Also, there 
are three examples of the use of the template to document a risk analysis. Use this 
template and the risk criteria to conduct and document a risk analysis for each of your 
alternative solutions. The reading with template is available at: 
http://www.iteconcorp.com/T6RiskAnalysis.html  


In using this template for this course, you are not expected to do as thorough a risk 
identification as would be required in an actual project. You are expected, though, to 
identify the major risks associated with the alternative solutions for your project. Also, 
you need to have a minimum of two viable alternative solutions after you perform the 
risk analysis and screen out any too-risky solutions. The two best alternative solutions are 
needed in order to use the remaining templates. The risk analysis can help you to identify 
areas in which risk mitigate strategies can and should be used.  


The due date for posting your completed Activity 6 in your Assignments Folder is the 
end date of Session 4.  


 


 




http://www.iteconcorp.com/T6RiskAnalysis.html



http://www.youtube.com/watch?v=j9XbVQZa8Lc&feature=related



http://www.youtube.com/watch?v=OiLtV0bVt60&NR=1



http://www.iteconcorp.com/T6RiskAnalysis.html



http://www.iteconcorp.com/T6RiskAnalysis.html







2. Discussion Questions  


After you have completed the above readings, please post a response to Session 4 
discussion questions, each of which is provided as a separate conference. 
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