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ABSTRACT This paper uses social network theory to compare the social
network of the Jewish Revolt in 66–73 AD and the cyber terrorist attacks during
the Kosovo war in 1999. The goal is to demonstrate that terrorist networks in
Antiquity and cyber terrorist networks today not only mirror each other in
their patterns of “terror” stratagems but also differ in key ways. The use of
social network theory is appropriate because the theory embodies a particular
theoretical orientation towards the structure of terrorist networks. This is why
social network theory applies well to the Jewish Revolt and the Kosovo war. The
ultimate goal of this analysis is to bridge the gap between theory and practice.
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INTRODUCTION
This paper uses social network theory to make a comparison between the


social network of the Jewish Revolt in 66–73 AD and the cyber terrorist attacks
that occurred during the Kosovo war in 1999. The revolt in 66–73 AD, also
known as “the First Revolt,” was propelled by a social network of terrorists,
of which the main group was the Zealots. It took time for other groups to
join them. The Kosovo conflict saw the rise of the first major Internet attacks
where independent hackers targeted NATO and U.S. government Websites.
The use of social network theory is important here because it [the theory]
embodies a particular theoretical orientation towards the structure of terror-
ist networks (Williams, 2001). This is why the theory applies well to the Jewish
Revolt and the war in Kosovo. It also enables the author to make the point
that social network theory is a suitable theory that can be used to demonstrate
that cyber terrorist networks resemble networks in Antiquity in some ways and
differ from them in others. The ultimate goal of this analysis is to bridge the
gap between theory and practice. This historical explanation is not related to
computer security per se. Rather, the author’s goal is to analyze the similar flat,
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horizontal structures and terror stratagems of terrorist
networks in Antiquity and modern-day cyber terrorist
networks. This study can provide information security
scholars a clearer picture of cyber attackers’ intent.


To begin, an historical explanation of the reasons
that led angry Jews to rebel against their Roman oppres-
sors is provided. It is followed by an explanation of the
relevance of social network theory in this analysis. The
main argument is that the centrality of the Zealots (in
Masada) exemplifies the measure of the prominence
of the “star” or “wheel” network (Bavelas, 1950) dur-
ing the Jewish Revolt. In other words, the ties that
the Zealots in Masada had with others made them
prominent because they were “particularly visible to
the other actors in the network” (Wasserman & Faust,
1994, p. 172). Such prominence was neither due to
the reception nor the transmission of many ties, since
the relations were nondirectional (Wasserman & Faust,
1994). After the analysis of the Jewish revolt, the author
provides a comparison with the cyber terrorism inci-
dent over the Kosovo conflict. This section is divided
in four subsections: (1) a description of cyber terrorism,
(2) the Kosovo cyber terrorist incident, (3) the reasons
why this incident is characterized as cyber terrorism,
and (4) the real players, in cyber space, who took part in
it. The main argument is that cyber terrorist networks
follow a pattern of the all-channel network, where all
the nodes can connect with each other without the fear
of being caught. Furthermore, there is no centrality in
the all-channel since it has a horizontal and flat struc-
ture and not a hierarchical or vertical one. This analysis
ends with a conclusion that also offers suggestions for
future research.


THE JEWISH REVOLT OF 66–73 AD
We already know a great deal about the Zealots,


thanks to Josephus’s writings (Josephus, 1982). “We
will kill all collaborators” and “No king but God”
were some of the many slogans that emerged from
these politico-religious insurgents. The Romans labeled
them “a sworn fraternity of fanatics” and “rebels.”
Josephus called them brigands of a new type, in the
same way that we call cyber terrorists “terrorists of a
new future.” At first, the Zealots were active in the
Galilean hills, waging occasional guerrilla warfare and
being a widespread nuisance. By early 1st century AD,
the locals and the religious groups were unwilling to
support them, so their numbers were small (Josephus,


1982). The main reason is that the Zealots, unlike the
Pharisees, wanted to expedite the process of religious
liberation by direct action (Farmer, 1956). However,
in about 30 AD, Jesus Christ began his journey of
prophecies. As his prophetic vision increased, so too
did the pressure from Roman despotism. Such despo-
tism led more and more Romans to profane religious
institutions and, consequently, more and more dis-
gruntled folks would join the Zealots’ rebellious group
(Smith, 1971). As the years passed, they created an
extensive web of terrorists and developed a major infor-
mation network. This helped terrorists slit the throats
of Romans, who had occupied Israel since 63 BC,
and their “collaborators.” What followed was a Jewish
rebellion in 66 AD after Florus, the last Roman procu-
rator, stole vast quantities of silver from the Temple
in Jerusalem. Thousands of Jews (of different walks of
life), inspired by religious conviction, created a mass
uprising not only against the Romans who governed
both Greeks and Jews (Telushkin, 1991) but also against
the Greeks in Judea. As such, they ambushed sentries,
sabotaged military stores, stole horses, and destroyed
roads and water works, poison wells, granaries, and the
water supply of the Holy City (Bloom, 2002; Roth,
1959).


The above historical account is also known as the
Jewish Revolt of 66–73 AD in Jerusalem (Goodman,
2002; Roth, 1959). Through their actions, the rebels
aspired to act as propellers of a long-prophesized mes-
sianic intervention. The reasoning behind this was
that the terrified oppressor would either not resist at
all or resist poorly because of fear and a sense of
being outnumbered. Their ultimate goal was to cre-
ate a panic that was more alarming than the affliction
itself. Although few people supported the Zealots at
first, their ranks grew exponentially as more profanities
were committed against Jewish heritage and many Jews
rapidly became persuaded that they could defeat Rome
(Horsley, 1986). The Zealots and other “liberators of
Jerusalem” had thousands of fighters (the accurate
number is unknown) divided into groups. The Zealots,
under Eleazar ben Simon, occupied Masada (the most
important besieged area of the revolt), the Antonia,
and the Temple. The Sicarii (led by Simon ben Giora)
ran the upper city of Jerusalem. The Idumeans held
Southern Judea (Bloom, 2002). There were additional
allies such as the partisans under John of Giscala and
other groups of lower-class citizens who were willing to
sacrifice their lives for a new world order.
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APPLYING SOCIAL NETWORK THEORY
TO THE JEWISH REVOLT


All these groups joined forces in 66 AD; they were
linked through a social network. At first, the network
had no apparent plan or organized leadership. Yet
it took time for the Roman legions to realize that
the leadership was eventually “headquartered” at the
fortress of Masada (Cohen, 1982), where strong ties
started to develop with the other rebels who seized
control of Jerusalem section by section. At some point
during the Revolt, their social network was so strong
that they massacred the sole cohort of Roman infantry
left behind by Florus as a garrison. They also besieged
Herod the Great’s two strong fortresses, Herodium and
Machaerus (Bloom, 2002). The Zealots in Masada did
not always have strategic significance in the overall
structure of the Jewish network of rebels. Part of the
reason is that many ties were cut, while new ties were
developed. After all, the Jewish Revolt lasted seven
years. Hence, it is no surprise that the network was at
times significant and at other times negligible.


Social network theory is the study of the connec-
tions between individuals (Degenne & Forse, 1999;
Freeman, 1981; Lipnack & Stamps, 1986; Scott,
2000, 2004; Wasserman & Faust, 1994; Wellman &
Berkowitz, 1988) or organizations (Nohria & Eccles,
1992), forming what we call “social networks.” A social
network is a collection of connected objects or actors
called nodes. These nodes are highly connected and
act as hubs, along with a large number of less con-
nected nodes (Johnson, 2000). Figure 1 shows the most
important nodes (or actors) in the social network of
the Jewish Revolt, when their network was strong. The
most important nodes were the Zealots in Masada, the
Zealots at the Temple, the Zealots at the Antonia, the
Sicarii in the Upper City, the Idumeans in Southern
Judea, and other partisans in the Lower City.


Figure 1 is a highly centralized graph. The purpose
of using a graph in social network theory is to identify
the most important nodes (or agents) in a social net-
work (Wasserman & Faust, 1994). The idea of centrality
of individuals or groups in a social network was one
of the first pursued by social network analysts (Scott,
2004). The network shown in the graph is also called
the “star” or “wheel” network (Bavelas, 1950) because
there is a central point at the hub or core of different
Jewish connections. In other words, the most prominent
individual or group (in this case, the Zealot leadership
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FIGURE 1 Example of a “star” or “wheel” network, as in this
network of the Jewish rebels.


at the fortress of Masada) stands at the center of the
network and has influence on its environment (i.e., in
terms of decision making, etc.). Whether this promi-
nence is due to the reception or to the transmission
of many ties is not of particular concern here because
the relations were nondirectional (Wasserman & Faust,
1994). According to social network theory, the Zealots
in Masada represented a point said to be locally cen-
tral because “it has a large number of connections
in its immediate environment” (Scott, 2004, p. 82).
However, it was not globally central because the Zealots
in Masada did not always have strategic significance in
the overall structure of the Jewish network of rebels.


In line with these contentions, it might be difficult
to know the exact validity of the measures of cen-
trality. Do they really capture what we substantially
mean by “prominence” or “significance”? Can we sim-
ply focus on nodes that are “selected” the most to find
the most important nodes (Wasserman & Faust, 1994)?
According to historical research, all ties that linked the
Zealots in Masada to the other groups were not of the
same importance or strength (Horsley, 1986). For that
reason, the Zealots in Masada were not equally cen-
tral. For instance, the tie between the Masada folks and
the Sicarii outranked the others because, historically
speaking, their relationship and cooperative efforts dur-
ing the Jewish Revolt were stronger than the others.
By the same token, it is not surprising that the link
between the Zealots in Masada and the Idumeans
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in Southern Judea was weaker than the others, since
Southern Judea was further away than the areas where
the other rebels were located. In other words, the
Idumeans were not as extensively involved in rela-
tionships or “well connected” with the Zealots as the
others were. The prominence and centrality in a social
network “corresponds to the intuitive notion of how
well connected a point is within its local environment”
(Scott, 2004, p. 83).


A “network self-destruction” occurred due to an
internal hatred within the social network of the Jewish
rebels (Smith, 1971). What happened was that the links
between the important actors in their social network
became heavily severed (see Figure 2) after Emperor
Nero heard about the success of the revolt and dis-
patched Vespasian to command three legions and
auxiliaries (nearly 60,000 men) to march to the port of
Caesarea, and then to Jerusalem. This campaign suc-
cessfully secured Roman progress (by besieging many
places in the Holy City). This progress provoked inter-
nal conflict within the social network of the Jewish
rebels themselves, leading the Zealots and one group of
allies, the Idumeans of Southern Judea, to overthrow
the Jewish aristocrats and seize control of Jerusalem.
Simon and others entered Jerusalem and opposed the
Zealots’ control of the rebellion. Part of the rationale
behind this opposition was that the Jewish leader-
ship in Masada did almost nothing to help their
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FIGURE 2 The crippled social network of the Jewish rebels
from 68 to 73 AD, the year the remaining Jewish rebels committed
mass suicide at Masada.


besieged allies. They had concluded that the Revolt
could not be won. The Jewish forces were eventually
deeply divided, which, in turn, crippled the coordina-
tion of operations or even mutual support. This led to
their social network’s self-destruction because from the
year 70 until 73 AD, most large nodes were removed
(as most Jewish ally groups were massacred by the
Romans), which isolated the central node in Masada.
This meant the end of the social network of terror-
ists during the Jewish Revolt. The failure of the Jewish
Revolt was due to deep hatred among the Jewish rebels
themselves.


Figure 2 shows a crippled social network of terrorists
where all the links are destroyed, isolating the central
node in Masada.


Because social network theory suggests that com-
partmentalization into node structures is crucial to the
“survival” of the network of terrorists, and because
the compartmentalization of terrorism into nodes
allows for more openness, flexibility, and diversity
that, in turn, enables different nodes to commu-
nicate with less difficulty, the social network of
Jewish rebels could not survive because all the
links and resources shared between the Zealots in
Masada and the other terrorist allies were progressively
destroyed. The nodes could not even survive through
“autopoiesis” (Bailey, 1997; Bednarz, 1988; Benseler,
Hejl, & Kock, 1980; Mingers, 1994; Zeeuw, 1992;
Zeleny, 1981), that is, “self-organization” (Heylighen,
2003), because the existing interactive elements of
the nodes were nullified, gradually incapacitating the
social network for regulating itself. This meant self-
destruction. The only escape for the remaining Jewish
rebels (from Roman capture) was to commit mass
suicide in Masada in 73 AD.


The next section describes the Kosovo war as an
incident of cyber terrorism. Broadly defined, cyber
terrorism is the use of new communication technolo-
gies to attack computer systems with the objective of
threatening and disruptive actions against computers,
networks, and the Internet in order to cause harm or
further ideological, political, or similar objectives, or
to intimidate any person in furtherance of such objec-
tives (Arquilla, Ronfeldt, & Zanini, 1999; Conway,
2002; Dunnigan, 2003). A similar definition of cyber
terrorism is that it is “aimed at coercing a popula-
tion or its government to accede to certain political
or social objectives” (Clem, Galwankar, & Buck, 2003,
p. 272).
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THE KOSOVO WAR AS AN INCIDENT
OF CYBER TERRORISM


The social network of the Jewish Revolt of 66–73
AD shows recognizable characteristics of cyber terrorist
networks. Drawing a parallel, another suitable exam-
ple of a cyber terrorist network incident is the one
that occurred during the Kosovo war in 1999. This sec-
tion describes (1) cyber terrorism, (2) the Kosovo cyber
terrorist incident, (3) the reasons why this incident is
characterized as cyber terrorism, and (4) the real play-
ers, in cyber space, who took part in it. Subsequently,
social network theory will be applied to the Kosovo
cyberterrorism incident.


Description of Cyber Terrorism
By and large, cyber terrorism refers to illegitimate


attacks on information technologies, computer net-
works, and the Internet (Fischer, 2010; Matusitz, 2008).
Cyber terrorism is not easy to define because it does
not have a generally accepted definition yet. The
concept consists of “cyber” – that is, computers, com-
puterized items, or automated systems; a definition
on which scholars agree – and “terrorism” – which,
since 1793, has been given more than two hundred
definitions (Schmid, 1984). Most definitions of ter-
rorism describe it as an act aimed to generate fear
or terror, driven by political, ideological, or religious
objectives, as opposed to a hate crime (Wilson, 2010).
The goal of cyber terrorism is the same: to generate
fear by intimidating or coercing a government or its
people in order to further those objectives (Matusitz,
2009). Such objectives can be social, political, ide-
ological, financial, religious, and so forth. Because
our reliance on electronic networking has grown sig-
nificantly, cyber terrorism poses a grave threat to
both public and private infrastructures (Axelrod, 2009).
Cyber terrorist acts can be plentiful: spreading disin-
formation to create panic, modifying information in
medical or financial databases intentionally, or carry-
ing out denial-of-service (DOS) attacks to render the
target computer system unusable or inaccessible (Carr,
2009). Cyber terrorists employ various tools; dam-
aging viruses, Trojan horses, and worms are among
the numerous software programs available to them
(Libicki, 2009).


Unlike cyber crime (or even hacking, hacktivism,
etc.), it is important to emphasize that a cyberterrorist


act is always premeditated. Conversely, a cyber crimi-
nal act does not have to be “premeditated” to be called
“cyber crime.” A computer-whiz college student may
break into a computer system for various reasons, and
these reasons are not necessary intentional or premedi-
tated (Clem et al., 2003). If caught, the computer-whiz
college student will still be considered a cyber criminal
and will probably go to jail, especially if the act was
committed in a country that has cyber criminal laws,
such as the United States and many European nations
(see Archick, 2003). Cyber war refers to war waged over
the Internet and computer technologies and backed by
an entire government and/or nation. Most cyber ter-
rorist attacks have been committed by terrorist groups,
not by nations (Clarke & Knake, 2010). In essence,
cyber terrorism has the same objectives as traditional
terrorism and is always premeditated.


Description of the Kosovo Cyber
Terrorist Incident


The conflict over Kosovo has been characterized as
the first massive cyber terrorist attack on the Internet.
Nongovernment actors disrupted service on govern-
ment computers and took over their Websites, par-
ticularly U.S. government Websites (Denning, 1999).
In 1999, NATO airplanes bombed Serbian targets in
an effort to stop the Serbs from attacking Albanians
(Dunnigan, 2003). In the process, they accidentally
bombed the Chinese embassy in Belgrade, Yugoslavia.
For this reason, thousands of young Chinese hack-
ers targeted U.S. government Websites, including
the Energy and Interior Departments’ Websites, the
U.S. Embassy site in Beijing, and the U.S. Naval
Communications Command. By the same token,
cyber terrorists attacked NATO’s main Web site, caus-
ing a line saturation of the server by using a “bombard-
ment strategy” (Seffers, 1999). NATO computers were
also flooded with email bombs – deluge of hundreds of
thousands of emails into a computer network – and hit
with DOS attacks by “hacktivists” protesting the bomb-
ings against the Serbs. Likewise, American businesses,
public institutions, and academic institutes received
tons of virus-laden emails from a certain number of
Eastern European countries. One group, the Kosovo
Hackers Group, a coalition of European and Albanian
hackers, attacked five Websites (Riley, 1999). Nothing
serious happened, but had their attempts been fruitful,
the consequences could have been devastating.
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What Makes the Kosovo Incident
a Cyber Terrorist Act?


According to Dorothy Denning (2006), one of the
first scholars to recognize the concept of cyber ter-
rorism, the Kosovo conflict stirred many online users
to carry cyber terrorist attacks in various forms. These
online users were Serb sympathizers (Cilluffo, Pattak,
& Salmoiraghi, 1999). Their motive was to denounce
NATO for its unjust attack on Serbian rights. This is
one of the reasons why the economic infrastructures
of NATO countries were the target. The objective was
also to terrorize NATO countries, not engage them
(Weimann, 2005). Tyrer (2002) qualified the cyber
attacks against NATO infrastructures as attacks aimed
at furthering political and social objectives, two chief
goals of traditional terrorism (see previous section).
NATO computers were bombarded with email bombs
and damaging viruses. DOS attacks were accomplished
on NATO computers. The result is that all NATO’s 100
servers were hit (Vatis, 2001).


Berner (2003) confirms the political motives of cyber
terrorists when he wrote that businesses, public institu-
tions, and academic organizations received politicized
virus-laden messages from some Eastern European
countries. Jackson and Carey (2008) contrasted the
cyber terrorist incident during the Kosovo conflict
with cyber activism. An example of cyber activism
is reflected in the actions of Electronic Disturbance
Theater. The latter is a cyber activist group whose
members participate in the development (in both the-
ory and practice) of peaceful acts of defiance. Cyber
activists undertake sit-in protests over the Internet
(what are called “virtual sit-in demonstrations”) to
interrupt their oppressors (Meikle, 2002). For Jackson
and Carey (2008), the incident during the Kosovo war
is certainly an example of cyber terrorism, not cyber
activism.


The Real Players in Cyber Space
The dispute over Kosovo was really “turning cyber


space into an ethereal war zone where the battle for
the hearts and minds is being waged through the use
of electronic images, online discussion group postings,
and hacking attacks” (Dunn, 1999, p. 14). Another
group, the Black Hand hackers (from Serbia), deleted
all data on a U.S. Navy computer. Members of an
affiliated cell, Serbian Angel, planned daily actions


that blocked and disrupted military computers oper-
ated by NATO countries. They also delved into a
Kosovo Albanian Web server and threatened to destroy
the Alliance’s information system (Vatis, 2001). In the
same geopolitical area (i.e., Serbia), former Yugoslavia
President Slobodan Milosevic and others opposed
to NATO engaged in cyber terrorism. So did civil-
ians caught in the conflict, who considered cyber
space a powerful tool to express sentiments about
the risks under the fatal exposures to NATO carpet
bombings. The Russians took part in cyber terrorism,
too, attacking governmental Websites of NATO coun-
tries and using virus-infected email and “infiltration”
attempts. More than 100 institutions in the United
States received these emails. Various British organiza-
tions lost files and databases in the process. The effects
were transnational (Becker, 1999).


More importantly, some Americans were involved
in the cyber terrorist incident of the Kosovo war.
According to Fox News, the Boston Globe reported
that Team Split, an American group of hackers, broke
into government Websites, posted statements such
as “Tell your governments to stop the war” (Riley,
1999), and even attacked the websites electronically.
Others tried to corrupt email systems, saturated
by one individual who sent 2,000 messages a day
(Seffers, 1999). Individuals from allied countries retali-
ated. For instance, one group, the Netherlands-based
Dutchthreat, blasted a Yugoslavian Web server after
the group grew infuriated about a message posted
on a Yugoslavian Internet service provider (ISP) that
called NATO members “Nazis.” An order given by
President Bill Clinton in 1999 allowed American gov-
ernment computer hackers to infiltrate Milosevic’s
foreign bank accounts and siphon off his hidden
funds that could have been used for military purposes
(Hoffmann, 1999). Computer attacks on his foreign
bank accounts were also committed to alter his bank-
ing records (Becker, 1999). The main rationale behind
this covert action was to help the CIA overthrow the
Yugoslav president (Sherwell, Nikolic, & Strauss, 1999).


APPLYING SOCIAL NETWORK THEORY
TO THIS CYBER TERRORISM INCIDENT


The incident of cyber terrorism during the Kosovo
war demonstrated that various groups can be separated
geographically and still have the same targets, that is,
NATO and U.S. government Websites. What is also
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interesting is that these groups probably did not know
one another. As such, there were hacker groups from
China, Russia, Serbia (several), Albania, and even the
United States. The Internet was their conduit; it made
these communication links possible. Drawing a paral-
lel, it might also be the case that, considering the high
number of rebels during the Jewish Revolt of 66–73
AD (maybe one million), some of the partisan groups
did not know each other. Yet for them, communication
was much more difficult. Applying social network the-
ory to the Kosovo cyber terrorism phenomenon, cyber
terrorists could easily connect all over the map, from
site to site, and aim at the same targets. Figure 3 shows
what the cyber terrorist network involved in the war in
Kosovo in 1999 could have looked like.


Figure 3 is an all-channel network (Bavelas, 1950;
Leavitt, 1951), where any node in the cyber terrorist
network can connect with any other node. The Kosovo
Hackers Group could have communicated with the


Team Split about bettering their endeavors to tar-
get Websites. The all-channel network is collaborative,
quick, effective, and multidirectional. It implies that
there is no central node as in the star or wheel network.
Therefore, there is no central commander. In other
words, it is a full-matrix network where every cell is
connected to and can communicate directly with every
other cell (Evan, 1972). The Kosovo Hackers Group
may have acted alone without communicating with
anybody. As soon as a cyber terrorist group is created
on the Internet, the Internet automatically puts that
group in an all-channel network because cyber space
is in fact an ultra-flexible network of billions of nodes
that can communicate unknowingly with one another.


The Internet enabled various groups of cyber ter-
rorists, as well as independent hacker groups who did
not know each other, to cross national boundaries
and operate safely by targeting American and NATO
Websites without being caught. In the all-channel
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FIGURE 3 Example of an all-channel network, typical of a cyber terrorist network.


J. Matusitz 40








network, the measure of visibility is the number of
links (Barabasi, 2003).


More importantly, cyber terrorist networks do not
break apart under failure. The voluntary destruction
of nodes will not be fatal. Even if NATO and U.S.
experts had brought down nodes or hubs one after
the other, any remaining nodes would have survived
because nodes on the Internet are autonomous, strong,
and resilient. Part of the reason is that independent
cyber terrorist cells such as the Black Hand Hackers and
Team Split were small nodes. The “rebel” nodes from
the graphs were small compared with a node such as
the U.S. government’s central computer system, which
constitutes a very large node on the Internet.


COMPARISON BETWEEN THE
PARAMETERS IN SOCIAL NETWORK
THEORY AND CYBER TERRORISM


The Internet is a scale-free network; that is, its nodes,
the number of links on Web pages, the connection
among users, and even emails are scale-free. From the
standpoint of social network theory, a scale-free net-
work is characterized by an uneven distribution of
connectedness. While many nodes in the network are
random (i.e., have a random pattern of connections),
a few nodes act as hubs that have many connections
(Matlis, 2002). Because the Internet is a scale-free net-
work, it is able to survive attacks or failures of its
high number of insignificant nodes (called “random”
nodes), but the danger is that it is vulnerable to tar-
geted cyber attacks against its most important nodes
(Albert, Jeong, & Barabasi, 2000; Ball, 2000). These
nodes are so powerful that they act as connected
hubs when linked to a great number of Web servers.
Barabasi’s (2003) explanation of the Internet network
demonstrates that stopping a malicious software pro-
gram from propagating requires a focus on protecting
those hubs. The elimination of several large nodes on
the Internet could create a catastrophic disorder, such
as a cascading failure. As explained by Barabasi (2003):


[i]f crackers launched a successful attack against the
largest Internet hubs, the potential damage could be tremen-
dous. This is not a consequence of bad design or flaws in
Internet protocols. Such vulnerability to attack is an inherent
property of all scale-free networks. (p. 117)


Regrettably, NATO and the U.S. government could
not do anything to destroy the nodes of the hacker


groups because they were not fixed and were very
difficult to find. They operated from small private com-
puters that were presumably located in other countries.
For a cyber terrorist network to be vulnerable to a coun-
teroffensive attack led by an army of cyber warriors,
several of their largest hubs must be simultaneously
removed to crush them (Barabasi, 2003). What makes
cyber terrorist networks more complex is that they are
horizontal and flat rather than vertical and bureaucrat-
ically governed (Arquilla, Rondfeldt, & Zanini, 1999).
There is no central leadership as there was during the
Jewish Revolt. The revolt was over after the remain-
der of the rebels committed suicide in the fortress
of Masada in 73 AD. The Romans had won. Cyber
terrorists’ horizontal and flat type of organizational
structure is different from the traditional terrorist net-
work’s hierarchical design. It is different in that this
type of organizational structure is based upon more
flexible communication relationships.


A scale-free network like the Internet can absorb
random node failures up to 80% of its small nodes
before it dismantles. The reason for this is the nonho-
mogeneity of the nodes on the Internet network. In
many cases, failures are likely to occur on relatively
small nodes (Faloutsos, Faloutsos, & Faloutsos, 1999;
Matlis, 2002). With their well-connected nodes, which
are statistically unlikely to fail under random condi-
tions, connectivity in the network is maintained. It
would take much random failure for the hubs to be
wiped out (Matlis, 2002).


However, a major problem is that some of these
Internet nodes, although few in number, are not ran-
dom; rather, they are so powerful that they connect a
great number of Web servers. These nodes act as very
connected hubs, that is, as places of convergence in
the network or as central connections to all devices in
the network. When cyber terrorists know how to dis-
rupt these nodes, the Internet will essentially be broken
down into isolated parts (Ball, 2000). Failure of ran-
dom nodes might have little impact on a scale-free
network’s connectivity or survival, but cyber attacks
on network hubs will not only completely destroy
the Internet but will also make the Internet unusable
until repaired. Cyber attacks can be terminal as cyber
terrorists would mainly target the routers and servers
that provide the most connections to the rest of the
network. Connectivity is maintained by a few highly
connected nodes, that is, hubs. The destruction of
only 5–15% of these hubs will effectively disable the
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Internet (Faloutsos et al., 1999; Matlis, 2002). Albert et
al. (2000) claim that the destruction of just 4% of these
hubs will destroy the Internet. No matter what the
exact figure is, the percentage is still small, and should
these hubs be targeted they will make the Internet
break into many isolated fragments.


CONCLUSION AND FUTURE
DIRECTIONS


What this paper has demonstrated is that terror-
ist networks in Antiquity and cyber terrorist networks
today mirror each other in their patterns of “terror”
stratagems. Regardless of the era, the geographical
region, the actors involved in the terrorist act, or the
targets, terrorists attempt to accomplish their objectives
by creating networks. At the same time, terrorist net-
works in Antiquity and cyber terrorist networks also
differ in key ways. A comparison was made between the
social network of the Jewish Revolt in 66–73 AD and
cyber terrorist attacks during the Kosovo war in 1999.
The use of social network theory was important here
because it embodies a particular theoretical orientation
towards the structure of terrorist networks. The theory
also applies perfectly to the Jewish Revolt and the cyber
terrorism incident over Kosovo. It is actually a suitable
theory that can be used to demonstrate that cyber ter-
rorist networks resemble networks in Antiquity in some
ways and differ in others.


The author’s ultimate goal in the analysis was to
bridge the gap between theory and practice. Of par-
ticular relevance in this comparison was that the social
network of the Jewish rebels was the “star” or “wheel”
network (Bavelas, 1950) because the graph (Figure 1)
showed a central point that was at the hub or core
of different Jewish factions. The Zealots in Masada
were the most prominent faction and had influence on
their environment. The relations they kept with their
allies were nondirectional (Wasserman & Faust, 1994).
Besides, based on the premise of social network theory,
the Zealots in Masada represented a point that is said to
be locally central because “it has a large number of con-
nections in its immediate environment” (Scott, 2004,
p. 82). It was not globally central because the Zealots
in Masada did not always have strategic significance in
the overall structure of the Jewish network.


In line with these contentions, the point was
made that the social network of Jewish rebels was
caught in “self-destruction” because, as suggested by


social network theory, compartmentalization into node
structures with links is crucial to the “survival” of a
network. Yet the social network of Jewish rebels could
not survive because all the links and resources shared
between the Zealots in Masada and the other terrorist
allies were progressively destroyed (see Figure 2). This
resulted, according to historians (e.g., Horsley, 1986),
in internal hatred within the social network of the
Jewish rebels. As such large nodes were removed. These
nodes could survive because the existing interactive
elements of the nodes were rendered naught, which
gradually incapacitated the social network to regulate
itself. This meant self-destruction and a mass suicide in
Masada in 73 AD.


The analysis of the cyber terrorism incident over
the Kosovo war in 1999 showed an all-channel net-
work (Bavelas, 1950; Leavitt, 1951), where any node
in the cyber terrorist network can connect with any
other node. The all-channel network is collaborative
and, above all, multidirectional. It implies that there
is no central node and no central commander. It is a
full-matrix network, where every cell is connected to
and can communicate directly with every other cell
(Evan, 1972). Part of the reason is that the Internet
automatically puts any user in an all-channel network
because cyber space is literally an ultra-flexible network
of billions of nodes that can communicate with one
another. Based on social network theory, the Internet
enabled various groups of cyber terrorists to cross
national boundaries and commit their cyber actions
safely. We have also seen that it is virtually impossi-
ble to remove independent cyber terrorist cells such
as the Black Hand Hackers and Team Split because
they are small nodes. The U.S. government’s central
computer system, however, is a very large node, which
means that the elimination of several large nodes in
cyber space could lead to a catastrophic disorder, such
as a cascading failure.


What should be emphasized to a large extent is
that a cyber terrorist network is a postmodern type
of network, where no leadership is needed, no cen-
ter exists, and communication is free. Based on social
network theory, as opposed to those Ancient hierar-
chical structures that were vertically designed, cyber
terrorist organizations are actually not traditional orga-
nizations. They do not exhibit an intrinsically designed
nature. Nevertheless, one should not downplay the
importance of hierarchies; they are excellent structures
for exerting control (Watts, 2003), as was the case for
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the Jewish rebels. Regarding cyber terrorists, there is
certainly much to be said about their networks. As
Schweitzer (2002) put it, “while traditional concepts
of terrorism may have withstood the test of centuries,
the new millennium breaks the mold and calls for
a rapid retrofit” (p. 290). The author is no counter
terrorism guru like Richard Clarke and no historian
à la Josephus, but he encourages academics, experts,
and private consultants to continue their never-ending
struggle to understand cyber terrorism and Internet-
based networks.


For future research, it would be useful for schol-
ars to continue examining not only the networking
resemblance between terrorists in Antiquity and cyber
terrorists but also new possible networking strategies
“out there.” For cyber terrorism to be successful, it has
to rely on two major elements: means and vulnerability
(just as it was the case for terrorism in Ancient Times).
The means are the individuals or the “workforce” nec-
essary in the network, tools, and weapons available to
the terrorist. The vulnerability is the degree to which
the target’s defense and networks are exposed or in
danger (Dunnigan, 2003). However, it is also the case
that terrorist networks may be rather limited for rea-
sons explained by explained by Zanini and Edwards
(2001)


to the degree that erroneous or otherwise misleading
information is planted into a network’s information flows by
what are seemingly credible sources, over time the integrity
and relevance of the network itself is compromised. This in
turn could breed distrust and further cripple a group’s ability
to operate in a dispersed and decentralized fashion. (p. 53)


Given these facts, it might be interesting for scholars
to investigate the longevity of both terrorist networks
in Antiquity and cyber terrorist networks today – and
compare them in order to see the differences. Put
another way, because of problems such as misleading
information and distrust, which type of network tends
to survive the longest: the one in Ancient Times or the
cyber terrorist one?


Hopefully, after reading this analysis, readers will
benefit from enhanced awareness of cyber terrorist net-
works and how similarities can be found with respect
to terrorist networks in Antiquity. New scholarly effort
in the analysis of networks is no longer an option; it
is a must. One must not presuppose that one system-
atically knows the maneuvers of terrorist networks or
cyber terrorist networks.
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